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San Francisco | February 24 — 28 | Moscone Center

HUMANELEMENT

10T EDGE
PLAYBOOK

RSAC 2020 and the loT Edge

With 500+ sessions and 30 Keynotes to possibly
attend during the show, it is important to be strategic
with your time to get the most from RSAC 2020.
Allegro can help — we have put together our Annual
IOT EDGE PLAYBOOK for RSAC 2020 highlighting
specific sessions and keynotes that are directly
applicable to security issues for loT edge devices.

When you have a chance — Stop by our booth #4610
and let's talk security. We look forward to seeing you
on the IOT EDGE!

allegrosoft.com/rsac2020




Monday

Emerging Threats
Monday, February 24
8:30AM - 5:00PM
Moscone West

Tuesday

Shodan 2.0: The World's Most Dangerous Search Engine Goes on the
Defensive

Tuesday, February 25

11:00AM - 11:50AM

Moscone West

Using the Hacker Persona to Build Your DevSecOps Pipeline
Tuesday, February 25

11:00AM - 11:.50AM

Moscone West

Bringing Down the Empire—The Internet of Medical Things (IoMT)
Tuesday, February 25

1:.00PM - 1:50PM

Moscone South

Market Trends in DNS Privacy Doh and DoT
Tuesday, February 25

1:40PM - 2:00PM

Moscone South

Security Starts Here ... Identity
Tuesday, February 25
2:10PM - 2:30PM

Moscone South

CyBEER Ops
Tuesday, February 25
4:00PM - 6:00PM

Wednesday

Practical Use of MUD Specification to Support Access Control in the loT
Wednesday, February 26

8:00AM - 8:30AM

Moscone South

Creating a Minimum Security Baseline & Aligned Standards for Consumer loT
Wednesday, February 26

8:00AM - 8:50AM

Moscone West

Building a Comprehensive loT Security Testing Methodology
Wednesday, February 26

9:20AM - 10:10AM

Moscone West

Product Security Meets Human Life: Inoculating Medical Devices
Wednesday, February 26

10:00AM - 10:30AM

Moscone South

Stopping the Proliferation of IoT Botnets: Is Dynamic Analysis the Answer?
Wednesday, February 26

1:30PM - 2:20PM

Moscone South

'_
=
Ll
=
Ll
—
[N}
=
<
=
=)
x

HTTPS: Why Privacy Doesn't Equal Security
Wednesday, February 26

1:30PM - 2:20PM

Moscone South

What's in the Box? Software Bill of Materials for loT
Wednesday, February 26

1:40PM - 2:10PM

Moscone South

Next-Gen loT Botnets 3: Bad Implementations of Good Cloud Platforms
Wednesday, February 26

2:20PM - 2:50PM

Moscone South

Have You Secured Your Un-agentable Things?
Wednesday, February 26

2:40PM - 3:00PM

Moscone South

Thursday

Industry Standards to Support Supply Chain Risk Management for
Firmware

Thursday, February 27

8:00AM - 8:30AM

Moscone South

Putting Access Management for the Internet of Things into Practice with
MuUD

Thursday, February 27

8:00AM - 8:50AM

Moscone West

You, Me and FIPS 140-3: A Guide to the New Standard and Transition
Thursday, February 27

8:00AM - 8:50AM

Moscone West

MITRE ATT&CK: The Sequel
Thursday, February 27
9:20AM - 10:10AM
Moscone West

Top 10 List for Securing Your IT/OT Environment
Thursday, February 27

9:20AM - 10:10AM

Moscone West

loT Bug Hunting: From Shells to Responsible Disclosure
Thursday, February 27

10:00AM - 10:30AM

Moscone South

Evolution of AlOps to Watch over Smart City loT
Thursday, February 27

11:20AM - 11:50AM

Moscone South

Automotive/loT Network Exploits: From Static Analysis to Reliable Exploits
Thursday, February 27

1:30PM - 2:20PM

Moscone West
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Participants

Deborah Blyth

CISO, State of Colorado

Chris Cochran

Threat Intelligence Lead, Netflix

Joel DeCapua

Special Agent, FBI

Jon DiMaggio

Sr. Threat Intelligence Analyst, Symantec
Michael Ekstrom

Lead Cybersecurity Engineer, National
Cybersecurity Center of Excellence
Timothy Gallo

Solutions Architect, Service and
Intelligence, Firekye

William Hall

Senior Counsel, US Department of
Justice, Computer Crime and Intellectual
Property Section

Amanda House

Data Scientist, McAfee

Daniel Kapellmann Zafra
Technical Analysis Manager, Cyber
Physical, Firekye

Jin Wook Kim

CERT Manager, WINS

Related RSA Articles

Sherin Mathews

Senior Data Scientist, McAfee

Anthony Nash

Director of Cyber Intelligence Strategy
Anomali

Dick O'Brien

Principal Editor, Symantec

Nicole Perlroth

Investigative Journalist, NY Times
Lieutenant Gustavo Rodriguez
Lieutenant, FBI NY Cyber Task Force,
NYPD

David Sancho

Senior Threat Researcher, Trend Micro
Anne Townsend

Principal Cybersecurity Engineer, National
Cybersecurity Center of Excellence
William Wade

Chief Information Security Officer, City of
Atlanta

Wendi Whitmore

Global Lead, X-Force Incident Response,
IBM

 Security Investigative Journalists Speak Out (Nicol Perlroth)
* RSAC TV: CBSi Interview with Wendi Whitmore

e | Find Your Lack of Security Strategy Disturbing (Deborah Blyth)

Related Internet Articles

» Show 138: Nicole Perlroth Discusses Life as a Cyber Security Journalist

» Task Force Takes ‘Whole Government’” Approach (Gustavo Rodriguez)

e Ransomware (Wendi Whitmore)

o Make Your Own Luck: Key Strategies for Building Your Career (Wendi Whitmore)

» A short history of cyber espionage (Dick O'Brien)

» Working in Cyber Security: “Work for the role you want to be in and not the role

you are in today” (Jon DiMaggio)

e Examining the Thriving Underground Software Business (David Sancho)

e Colorado builds internal firewalls to amp up cybersecurity (Deborah Blyth)

» |ICS Tactical Security Trends: Analysis of the Most Frequent Security Risks Observed

in the Field (Daniel Kapellmann Zafra)

e Fantastic information and where to find it: a guidebook to open-source OT
reconnaissance (Daniel Kapellmann Zafra)

» Meet The Former Marine Who Went Viral Joining Netflix as Threat Intelligence Lead

(Chris Cochran)

» Ransomware: Defending Against Digital Extortion (Timothy Gallo)

Event Link

https://www.rsaconference.com/usa/agenda/emerging-threats


https://www.rsaconference.com/industry-topics/presentation/security-investigative-journalists-speak-out
https://www.rsaconference.com/industry-topics/video/rsac-tv-cbsi-interview-with-wendi-whitmore
https://www.rsaconference.com/usa/agenda/i-find-your-lack-of-security-strategy-disturbing
https://www.computer.org/publications/tech-news/silver-bullet/show-138-nicole-perlroth

https://www.fbi.gov/news/stories/cyber-task-force-takes-whole-government-approach
https://www.youtube.com/watch?v=a3T4vseiFts
https://thecyberwire.com/videos/wicys/wicys-2017-make-your-own-luck-key-strategies-for-building-your-career.html
https://medium.com/threat-intel/cyber-espionage-spying-409416c794ec
https://medium.com/threat-intel/working-in-infosec-cybersecurity-analyst-80b0deb79550
https://medium.com/threat-intel/working-in-infosec-cybersecurity-analyst-80b0deb79550
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/examining-the-thriving-underground-software-business
https://statescoop.com/video/colorado-builds-internal-firewalls-to-amp-up-cybersecurity/
https://www.fireeye.com/blog/threat-research/2018/10/ics-tactical-security-trends-analysis-of-security-risks-observed-in-field.html
https://www.fireeye.com/blog/threat-research/2018/10/ics-tactical-security-trends-analysis-of-security-risks-observed-in-field.html
https://www.youtube.com/watch?v=_CVdFOBNkuw
https://www.youtube.com/watch?v=_CVdFOBNkuw
https://peopleofcolorintech.com/interview/meet-the-former-marine-who-went-viral-joining-netflix-as-threat-intelligence-lead/
https://www.rsaconference.com/industry-topics/blog/ransomware-defending-against-digital-extortion
https://www.rsaconference.com/usa/agenda/emerging-threats
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Welcome
SeSSion Participants

We invite everyone to kick-off RSAC 2020 with drinks and hors
d'oeuvres as you preview solutions from leading information
security organizations and loT vendors in the Expo.

We especially invite everyone to stop by the Allegro Booth
#4610 to learn more about securing the loT edge.
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Shodan 2.0:
The World's
Most
Dangerous
Search Engine
Goes on the
Defensive
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Participants

Dr. Michael Mylrea
Senior Technical Advisor for Cybersecurity
Pacific Northwest National Laboratory

Related Internet Articles
* Michael Mylrea’s research while affiliated with Pacific Northwest
National Laboratory and other places
 Buildings Cybersecurity: Opportunities, Challenges and Solutions

» Blockchain Unchained: Cybersecurity Implications & Market
Overview


https://www.researchgate.net/scientific-contributions/2132086108_Michael_Mylrea
https://www.researchgate.net/scientific-contributions/2132086108_Michael_Mylrea
https://www.energy.gov/sites/prod/files/2016/11/f34/fupwg_fall16_mylrea.pdf
https://ik.org.pl/wp-content/uploads/blockchain_unchained_report_online.pdf
https://ik.org.pl/wp-content/uploads/blockchain_unchained_report_online.pdf

RSAConference?2020

Using the
Hacker
Persona to
Build Your
DevSecOps
Pipeline
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Participants

Dr. Aaron Estes
Lockheed Martin Fellow
Lockheed Martin Corporation

Robin Yeman
Lockheed Martin Fellow
Lockheed Martin

Related Internet Articles

» Speed of Delivery using Agile for Hardware - Robin Yeman
» DoD Science Board Report - Robin Yeman

« How large government contractors are utilizing Agile and DevOps
- Suzette Johnson and Robin Yeman


https://www.youtube.com/watch?v=C1Tux9fIotg
https://www.youtube.com/watch?v=MQGQ5xHJMEc
https://www.youtube.com/watch?v=52a1V4mhf5w
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Bringing Down
the Empire— Participants
The Internet Of é:il;apl‘g\elgl}riy Researcher

Fortinet

Medical Things RS

Senor Red Team Researcher

(IOMT) Fortinet

Related Internet Articles

Axelle Apvrille
e Reversing Internet of Things from Mobile Applications
» Cryptocurrency mobile malware
e PhOwn smart devices CTF: Behind the Scenes

» Medical loT for diabetes and cybercrime

Aamir Lakhani
e Threat Landscape Trends - TheCube
e Cybersecurity Threat Landscape
o Code Wars

» Understanding Cryptocurrencies, Bitcoins, and Blockchains
LiveLessons

« Investigating the Cyber Breach: The Digital Forensics Guide for the
Network Engineer

« Digital Forensics and Cyber Crime with Kali Linux Fundamentals
LiveLessons
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https://www.youtube.com/watch?v=3C21gUm3K_c

https://www.youtube.com/watch?v=ybmF8q4OlsY
https://www.youtube.com/watch?v=aWN016UNmIY
https://www.virusbulletin.com/conference/vb2019/abstracts/medical-iot-diabetes-and-cybercrime
https://www.youtube.com/watch?v=hpjW9Bo7-Is
https://www.youtube.com/watch?v=87_gjKqWzCw
https://www.youtube.com/watch?v=YuSNjjcqZnM
http://www.ciscopress.com/store/understanding-cryptocurrencies-bitcoins-and-blockchains-9780135235379
http://www.ciscopress.com/store/understanding-cryptocurrencies-bitcoins-and-blockchains-9780135235379
http://www.ciscopress.com/store/digital-forensics-and-cyber-crime-with-kali-linux-fundamentals-9780134693637
http://www.ciscopress.com/store/digital-forensics-and-cyber-crime-with-kali-linux-fundamentals-9780134693637
http://www.ciscopress.com/store/digital-forensics-and-cyber-crime-with-kali-linux-fundamentals-9780134693637
http://www.ciscopress.com/store/digital-forensics-and-cyber-crime-with-kali-linux-fundamentals-9780134693637
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Market Trends

in DNS Privacy
DoH and Dol

I_
pd
Ll
=
Ll
1
Ll
=
<
=
=
- =

10T EDGE
PLAYBOOK

Topic

Two evolving improvements to DNS privacy have recently
made the news: DNS over HTTPS or “DoH" and DNS over
TLS (Transport Layer Security) or “DoT.” We want to educate
you on what these changes to DNS are, why they are coming
about, and our recommendations on what companies
should do to act now, as both mechanisms change how

DNS operates, and they create difficulties for security
administrators by circumventing established DNS security
controls. Interesting to see how this might effect loT devices
at the edge of a network.
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Security
Starts Here ...
|dentity
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Topic

Often missed in the bright lights of innovation, digital transforma-
tion and a move to the cloud is the immutable reality that securi-
ty can't be ignored. This session highlights the benefits of simple
identity practices and integrated solutions. You will walk away with
an understanding of how to secure your organization and establish
a rock-solid foundation of identity governance and administration,
and privileged access management.
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PLAYBOOK

CyBEER Ops

Participants

We invited everyone to the Expo floor to sample CyBEERs
from around the globe.

Don't forget to stop by the Allegro Booth #4610 to discuss the
latest in loT edge device security.
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Practical Use

of the MUD Participants
Specification DPPCC%CV‘Uby
toSupport [N
Access Control v

in the loT Related Internet Articles

Blaine Mulugeta

» Won't Get Fooled Again: The expected future of loT malware and
what to do about it.

o Multifactor Authentication for E-Commerce
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http://www.irongeek.com/i.php?page=videos/bsidesnova2017/106-wont-get-fooled-again-the-expected-future-of-iot-malware-and-what-to-do-about-it-blaine-mulugeta
http://www.irongeek.com/i.php?page=videos/bsidesnova2017/106-wont-get-fooled-again-the-expected-future-of-iot-malware-and-what-to-do-about-it-blaine-mulugeta
https://csrc.nist.rip/publications/detail/sp/1800-17/draft

RSAConference?2020

Creating a
Minimum
Security
Baseline

and Aligned
Standards for
Consumer loT
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Participants

Jasper Pandza
Standards Development Lead for Consumer |oT Security
UK Department for Digital, Culture, Media and Sport (DCMS)

Related Internet Articles
o ETSI standard on consumer |oT security: key steps to secure ‘smart’
products
* Improving the Security of Consumer IoT: A New Code of Practice
e Plutonium and China’s Future Nuclear Fuel Cycle


https://media.nti.org/pdfs/Jasper_Pandza.pdf

https://media.nti.org/pdfs/Jasper_Pandza.pdf

https://media.nti.org/pdfs/Jasper_Pandza.pdf

https://media.nti.org/pdfs/Jasper_Pandza.pdf
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Building a
Comprehensive
loT Security
Testing
Methodology
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Participants

Deral Heiland
Research Lead, loT
Rapid/

Related Internet Articles

« Rapid7 Blog

» DerbyCon 2018, Deral Heiland's ‘Hardware Slashing, Smashing And
Reconstructing For Root Access'’

e Deral Heiland, Seamless Podcast with Darin Andersen
e Deral Heiland & Abyss of Cybersecurity - John Bumgarner

* How a security researcher is tackling loT security testing


https://blog.rapid7.com/author/deral-heiland/
https://securityboulevard.com/2018/11/derbycon-2018-deral-heilands-hardware-slashing-smashing-and-reconstructing-for-root-access/
https://securityboulevard.com/2018/11/derbycon-2018-deral-heilands-hardware-slashing-smashing-and-reconstructing-for-root-access/
http://seamlesspodcast.libsyn.com/deral-heiland-seamless-podcast-with-darin-andersen
https://www.youtube.com/watch?v=XeshvxmVJ8I
https://www.helpnetsecurity.com/2016/09/02/iot-security-testing-research/

RSAConference?2020

Product
Security Meets
Human Life:
Inoculating
Medical

Devices
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Participants

Sara Bohan

Senior Information Security Analyst
Mayo Clinic

Adam Brand

Managing Director
PwC

Tara Larson
Chief Security Architect-Product Security Director
Abbott

Scott Nichols
Director, Global Product Privacy and Cybersecurity
Danaher/Beckman-Coulter

Related RSA Article
Adam Brand

e Medical Device Security: Getting Executive Buy-In

Related Internet Articles
Adam Brand

* Why medical device security is something we should all care about

Putting medical device security to the test reveals many
vulnerabilities

Medical Devices: Pwnage and Honeypots

BlueKeep: The latest reminder of our responsibility with connected
medical devices

Medical device security: patient safety and cost considerations

Tara Larson
e Medical Device Cybersecurity Risk Mitigation

* Responding to Challenges in Medical Device Security?


https://www.rsaconference.com/usa/agenda/medical-device-security-getting-executive-buy-in
https://go.gale.com/ps/anonymous?id=GALE%7CA482197841&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=07350732&p=AONE&sw=w
https://go.gale.com/ps/anonymous?id=GALE%7CA482197841&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=07350732&p=AONE&sw=w
https://go.gale.com/ps/anonymous?id=GALE%7CA482197841&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=07350732&p=AONE&sw=w
https://go.gale.com/ps/anonymous?id=GALE%7CA482197841&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=07350732&p=AONE&sw=w
https://go.gale.com/ps/anonymous?id=GALE%7CA482197841&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=07350732&p=AONE&sw=w
https://go.gale.com/ps/anonymous?id=GALE%7CA482197841&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=07350732&p=AONE&sw=w
https://go.gale.com/ps/anonymous?id=GALE%7CA482197841&sid=googleScholar&v=2.1&it=r&linkaccess=abs&issn=07350732&p=AONE&sw=w
https://www.q1productions.com/speaker-interview-tara-larson/
https://cdn.ymaws.com/medtechcanada.org/resource/resmgr/Events/2016_Regulatory_Conference/Presentations/Tara_Larson_Cybersecurity_20.pdf

RSAConference?2020

Stopping the
Proliferation
of loT Botnets:
Is Dynamic
Analysis the
Answer?
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Participants

Mounir Hahad
Head of Juniper Threat Labs
Juniper Networks

Khurram Islah
Sr. Staff Engineer
Juniper Networks

Related Internet Articles

Mounir Hahad
* New ‘unknown’ data breach shows the danger of multicloud
e Equifax, USMC breaches call for more monitoring and credit freezes
* Ransomware-as-a-Service: Hackers’ Big Business

¢ RSA2018 With Dr. Mounir Hahad, Ph. D,, Head of Juniper Threat
Labs


https://www.paymentssource.com/opinion/new-unknown-data-breach-shows-the-danger-of-multicloud
https://www.paymentssource.com/opinion/equifax-usmc-breaches-call-for-more-monitoring-and-credit-freezes
https://www.securitymagazine.com/articles/88786-ransomware-as-a-service-hackers-big-business
https://www.youtube.com/watch?v=6GACNHw7Ahk
https://www.youtube.com/watch?v=6GACNHw7Ahk

RSAConference?2020

HTTPS:

Why Privacy
Doesn’t Equal
Security
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Participants

David Dufour
Vice President of Cybersecurity and Engineering
Carbonite, an OpenText Company

Hal Lonas
Senior Vice President and CTO, SMB and Consumer
OpenText

Related Internet Articles

David Dufour
e Cyber Security with David Dufour
o Post RSA 2018 Interview with Webroot's David Dufour

« Interview: David Dufour, Senior Director of Cybersecurity &
Engineering, Webroot

Hal Lonas
e Cybersecurity: An Asymmetrical Game of War

¢ Hal Lonas on how enterprises are using machine learning for
security

o HTTPS: Security vs Privacy | Webroot

» Cybersecurity Sit Down: The Future of Cybersecurity for SMBs |
Webroot


https://www.infosecurity-magazine.com/interviews/interview-dufour-webroot/
https://www.infosecurity-magazine.com/interviews/interview-dufour-webroot/
https://www.infosecurity-magazine.com/interviews/interview-dufour-webroot/
https://www.infosecurity-magazine.com/interviews/interview-dufour-webroot/
https://www.darkreading.com/vulnerabilities---threats/cybersecurity-an-asymmetrical-game-of-war/a/d-id/1329728?
https://www.youtube.com/watch?v=Jcm-97YXF6w
https://www.youtube.com/watch?v=Jcm-97YXF6w
https://www.youtube.com/watch?v=RDOsZM_60c8
https://www.youtube.com/watch?v=RDOsZM_60c8
https://www.youtube.com/watch?v=RDOsZM_60c8
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What's in
the Box? Participants
Software Bill et ot

i NTIA / US Department of Commerce
of Materials
Related RSA Article

for IOT « Revisiting Public-Private Collaboration: Asian and Global
Perspectives

Related Internet Articles

» Redefining Cybersecurity
e Cyber Safety and Resiliency at the Internet Infrastructure Layer

Analysis: Changes in US spy programme
» Creating Economic Incentives for Cybersecurity
o Cybersecurity expert on NSA spying and Obama'’s policy reform

e Transparency of SW and loT Components: An Open Approach to
Bill of Materials

o Software Bill of Materials (SBOM)

o Cybersecurity researcher Allan Friedman said he is skeptical of
Edward Snowden’s claim...
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https://www.rsaconference.com/usa/agenda/revisiting-public-private-collaboration-asian-and-global-perspectives
https://www.rsaconference.com/usa/agenda/revisiting-public-private-collaboration-asian-and-global-perspectives
https://www.afpc.org/uploads/documents/Defense%20Technology%20Briefing%20-%20Issue%208.pdf

https://www.igfusa.us/cyber-safety-and-resiliency-at-the-internet-infrastructure-layer/
https://www.bing.com/videos/search?q=Dr.+Allan+Friedman+cybersecurity&view=detail&mid=377A4696795D23E0D842377A4696795D23E0D842&FORM=VIRE
https://www.bing.com/videos/search?q=Dr.+Allan+Friedman+cybersecurity&&view=detail&mid=CB416E192213CC65694CCB416E192213CC65694C&&FORM=VDRVRV
https://www.bing.com/videos/search?q=Dr.+Allan+Friedman+cybersecurity&&view=detail&mid=8C350E576505FBFF82148C350E576505FBFF8214&&FORM=VDRVRV
https://www.bing.com/videos/search?q=Dr.+Allan+Friedman+cybersecurity&&view=detail&mid=AF120E557907A865BB56AF120E557907A865BB56&&FORM=VDRVRV
https://www.bing.com/videos/search?q=Dr.+Allan+Friedman+cybersecurity&&view=detail&mid=AF120E557907A865BB56AF120E557907A865BB56&&FORM=VDRVRV
https://www.bing.com/videos/search?q=Dr.+Allan+Friedman+cybersecurity&&view=detail&mid=72C9D214BE51C32C663272C9D214BE51C32C6632&&FORM=VDRVRV
https://www.bing.com/videos/search?q=Dr.+Allan+Friedman+cybersecurity&&view=detail&mid=4809BEA0E7FC88A3C2B24809BEA0E7FC88A3C2B2&&FORM=VDRVRV
https://www.bing.com/videos/search?q=Dr.+Allan+Friedman+cybersecurity&&view=detail&mid=4809BEA0E7FC88A3C2B24809BEA0E7FC88A3C2B2&&FORM=VDRVRV

RSAConference”2020 10T EDGE
PLAYBOOK

Next-Gen loT
Botnets 3: Bad Participants
Implementations élk]?)e(fJSae{L?rit/agesearcher

Bitdefender
of Good Cloud

Related RSA Article
Platforms e Legal Implications in Ethical Disclosure

Related Internet Articles

e Exploiting Cloud Synchronization to Hack IOTS
e Privacy: Between Hype and Need

e Next gen Iol Botnets 3 moar ownage

e Short bio
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https://www.rsaconference.com/usa/agenda/legal-implications-in-ethical-disclosure
https://www.youtube.com/watch?v=NWK3BGfx0Z0
https://www.youtube.com/watch?v=XYIaz7qOxYQ
https://www.youtube.com/watch?v=CjOlzH8Jhs8
https://def.camp/speaker/alex-jay-balan-3/


RSAConference?2020

Have You
Secured Your
Un-agentable
Things?
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Topic

SCADA and OT devices. Blood infusion pumps and ventilators.
Smart TVs, badge readers, and access points. These are a few
un-agentable things—and hackers know it. These devices are
the new threat landscape. They have no security, they can’t
be updated easily, and they can’t host agents. So how can you
stay protected? Join Armis and learn about real-life exploits
and how to secure these devices.



RSAConference?2020

Industry
Standards to
Support Supply
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Participants

Lawrence Reinert
Computer Systems Researcher
National Security Agency

Monty Wiseman
Principal Engineer, Cybersecurity
GE Research

Related Internet Articles

Monty Wiseman

» Trusted Supply Chain and Remote Provisioning with the Trusted
Platform Module

e A Canonical Event Log Structure for IMA


https://www.youtube.com/watch?v=muKP_2NMSFo
https://www.youtube.com/watch?v=muKP_2NMSFo
https://www.youtube.com/watch?v=UxpS7NukBb0
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Participants

L. Jean Camp
Professor
Indiana University

Drew Cohen
Chief Executive Officer
MasterPeace Solutions Ltd

Eliot Lear
Principal Engineer
Cisco - Enterprise Chief Technology Office

Mudumbai Ranganathan
Computer Engineer
National Institute of Standards and Technology

Darshak Thakore
Principal Architect
CablelLabs

Related Internet Articles

Drew Cohen
* The Technado, Episode 101: MasterPeace Solutions’ Drew Cohen

» Masterpeace Solutions President and CEO Drew Cohen: Full
Interview

» MasterPeace CEO Drew Cohen Technado Podcast Interview
Eliot Lear

e Roles and RFCs

* |t's Not the Doorbell, It's the Cloud

 Cited articles
Mudumbai Ranganathan

e Publications
Darshak Thakore

* Micronets: Enterprise-Level Security Is No Longer Just For
Enterprises

e CablelLabs® Micronets: A New Approach to Securing Home
Networks


https://www.youtube.com/watch?v=k8zkvU2Bqyk
https://www.youtube.com/watch?v=flvb65q3uO8
https://www.youtube.com/watch?v=flvb65q3uO8
https://vimeo.com/339972858
https://datatracker.ietf.org/person/Eliot%20Lear
https://www.ofcourseimright.com/
https://scholar.google.nl/citations?user=M9rKaEYAAAAJ&hl=en
https://www.nist.gov/people/mudumbai-ranganathan

https://www.cablelabs.com/micronets-enterprise-level-security
https://www.cablelabs.com/micronets-enterprise-level-security
https://cdn2.hubspot.net/hubfs/1697621/CableLabs-Micronets-A-New-Approach-to-Securing-Home-Networks.pdf
https://cdn2.hubspot.net/hubfs/1697621/CableLabs-Micronets-A-New-Approach-to-Securing-Home-Networks.pdf

RSAConference?2020 10T EDGE B9759R
PLAYBOOK e

You, Me and

FIPS 140-3: A Participants
GUide to the E)S/?rt;rbho?;?oarj/ Manager
New Standard |

§ s Rel d RSA Articl
and Transition [k raicte

¢ Quick Look: You, Me and FIPS 140-3: A Guide to the New Standard
and Transition
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Participants

Freddy Dezeure
CEO
Freddy Dezeure BVBA

Richard Struse
Chief Strategist, Cyber Threat Intelligence
MITRE Engenuity

Related RSA Articles

Freddy Dezeure
e RSAC TV: Interview with Freddy Dezeure
e Assessing the EU Threat Landscape

* Frameworks, Mappings and Metrics: Optimize Your Time as CISO or
Auditor

Related Internet Articles

Freddy Dezeure
e Testimonial CERT-EU
e Threat Model ATT&GCK

Richard Struse
e Threat-Informed Defense and MITRE ATT&CK™
e Interview with Richard Struse
* MITRE's new ‘ATT&CK' resource an encyclopedia of cyber threats


https://www.rsaconference.com/industry-topics/video/rsac-tv-interview-with-freddy-dezeure

https://www.rsaconference.com/industry-topics/video/assessing-the-eu-threat-landscape
https://www.rsaconference.com/usa/agenda/frameworks-mappings-and-metrics-optimise-your-time-as-ciso-or-auditor

https://www.rsaconference.com/usa/agenda/frameworks-mappings-and-metrics-optimise-your-time-as-ciso-or-auditor

https://www.youtube.com/watch?v=3Uwkfig7mKc
https://nsfocusglobal.com/threat-model-attck/
https://www.youtube.com/watch?v=V0klQWV8aZk
https://mitre-engenuity.org/center-for-threat-informed-defense-video/

https://federalnewsnetwork.com/insight-of-the-month/2019/02/mitres-new-attck-tool-an-encyclopedia-of-cyber-threats/
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Top 10 List
for Secu ring Participants
You r IT/OT \?sglgé?ggcetzlriity and Chief Information Security Officer

Rockwell Automation

Environment Roy Gundy

Head of OT Cyber Security
Johnson & Johnson

Related RSA Articles

Dawn Cappelli

e Getting to Know the New RSAC Advisory Board Members: Dawn
Cappelli

Roy Gundy
e Security Coming Together: The Convergence of IT and OT

Related Internet Articles

Dawn Cappelli
« Insider Threat: Putting Theory Into Practice

» Practical Advice for Submitting to Speak at a Cybersecurity
Conference

o |T OT Cybersecurity Convergence Panel Discussion - ARC Industry
Forum 2019 Orlando
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https://www.rsaconference.com/industry-topics/blog/getting-to-know-the-new-rsac-advisory-board-members-dawn-cappelli
https://www.rsaconference.com/industry-topics/blog/getting-to-know-the-new-rsac-advisory-board-members-dawn-cappelli
https://www.rsaconference.com/industry-topics/podcast/security-coming-together-the-convergence-of-it-and-ot

https://www.bankinfosecurity.com/insider-threat-putting-theory-into-practice-a-10866
https://www.bing.com/videos/search?q=dawn+cappelli+rockwell&view=detail&mid=9E324F931FBF22C2F2A09E324F931FBF22C2F2A0&FORM=VIRE
https://www.bing.com/videos/search?q=dawn+cappelli+rockwell&view=detail&mid=9E324F931FBF22C2F2A09E324F931FBF22C2F2A0&FORM=VIRE
https://www.bing.com/videos/search?q=dawn+cappelli+rockwell&view=detail&mid=801C25D8AEFCD2C7AD86801C25D8AEFCD2C7AD86&FORM=VIRE
https://www.bing.com/videos/search?q=dawn+cappelli+rockwell&view=detail&mid=801C25D8AEFCD2C7AD86801C25D8AEFCD2C7AD86&FORM=VIRE
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E u

Huntlng. Participants
F Sh ll t Shaun Mirani

ro I | e S O Security Analyst

L Independent Security Evaluators
Res ponSI ble lan Sindermann
Associate Security Analyst 2

DiSClOSU re Independent Security Evaluators
Related Internet Articles
Shaun Mirani

e Remotely Exploiting loT Pet Feeders

» ASUS Routers Overflow with Vulnerabilities

e Show Mi The Vulns: Exploiting Command Injection in Mi Router 3

» Hack Routers, Get Toys: Exploiting the Mi Router 3

e Over a Dozen Vulnerabilities Discovered in ASUSTOR AS-602T

e VPNFilter Threat — How to Prevent, Detect and Mitigate

¢ Unauthenticated Remote Code Execution in Asustor AS-602T (CVE-
2018-12313)

lan Sindermann

» Hardware Hacking 101 — Lesson 1: Beauty, Your Home Lab and
Basic Electronics

e Hardware Hacking 101 — Lesson 2: Classical Hardware Hacking
e Hardware Hacking 101 — Lesson 3: Abusing UART (U Are RooT)

* PART 1: DEF CON Badgelife Hardware Hacking - Introduction In-
Circuit Serial Programming (ICSP)
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https://blog.securityevaluators.com/remotely-exploiting-iot-pet-feeders-21013562aea3
https://blog.securityevaluators.com/asus-routers-overflow-with-vulnerabilities-b111bc1c8eb8
https://blog.securityevaluators.com/show-mi-the-vulns-exploiting-command-injection-in-mi-router-3-55c6bcb48f09
https://blog.securityevaluators.com/hack-routers-get-toys-exploiting-the-mi-router-3-1d7fd42f0838
https://blog.securityevaluators.com/over-a-dozen-vulnerabilities-discovered-in-asustor-as-602t-8dd5832a82cc
https://blog.securityevaluators.com/vpnfilter-threat-how-to-prevent-detect-and-mitigate-9cdf74fee92a
https://blog.securityevaluators.com/unauthenticated-remote-code-execution-in-asustor-as-602t-2d806c30dcea
https://blog.securityevaluators.com/unauthenticated-remote-code-execution-in-asustor-as-602t-2d806c30dcea
https://www.ethicalhacker.net/columns/sindermann/hardware-hacking-101-lesson-1/
https://www.ethicalhacker.net/columns/sindermann/hardware-hacking-101-lesson-1/
https://www.ethicalhacker.net/columns/sindermann/hardware-hacking-101-lesson-2-classical-hardware-hacking/
https://www.ethicalhacker.net/columns/sindermann/hardware-hacking-101-lesson-3-abusing-uart-u-are-root/
https://www.youtube.com/watch?v=QdYNYPhf2Kg
https://www.youtube.com/watch?v=QdYNYPhf2Kg

RSAConference”2020 10T EDGE
PLAYBOOK

Evolution
Of AIOpS to Participants
WatCh Over B:gﬁ; [Iifencrt]s;(,tChief Information Security Officer

City of San Diego

Sma rt City IOT Thomas Caldwell

CTO
Techniche

Related Internet Article

Darren Bennett
e Bio
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https://www.pspinfo.us/event-advisory-board/css18?board=7968623
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Participants

Jonathan Brossard
CEO
Moabi

Related Internet Articles

e DEF CON 24 - Jonathan Brossard - Intro to Wichcraft Compiler
Collection

e Moabi - Post Memory Corruption Memory Analysis - Blackhat 2011
Research

» Moabi - Hardware Backdooring Is Practical - Blackhat 2012
Research

e Interview with Jonathan Brossard, CEO @ MOABI


https://www.sdbrnews.com/sdbr-news-blog-fr/2019/9/25/interview-de-jonathan-brossard-ceo-moabi?rq=Jonathan%20Brossard
https://www.sdbrnews.com/sdbr-news-blog-fr/2019/9/25/interview-de-jonathan-brossard-ceo-moabi?rq=Jonathan%20Brossard
https://www.sdbrnews.com/sdbr-news-blog-fr/2019/9/25/interview-de-jonathan-brossard-ceo-moabi?rq=Jonathan%20Brossard
https://www.sdbrnews.com/sdbr-news-blog-fr/2019/9/25/interview-de-jonathan-brossard-ceo-moabi?rq=Jonathan%20Brossard
https://www.sdbrnews.com/sdbr-news-blog-fr/2019/9/25/interview-de-jonathan-brossard-ceo-moabi?rq=Jonathan%20Brossard
https://www.sdbrnews.com/sdbr-news-blog-fr/2019/9/25/interview-de-jonathan-brossard-ceo-moabi?rq=Jonathan%20Brossard
https://www.sdbrnews.com/sdbr-news-blog-fr/2019/9/25/interview-de-jonathan-brossard-ceo-moabi?rq=Jonathan%20Brossard

