
PLAYBOOK
IOT EDGE

RSAC 2020 and the IoT Edge

With 500+ sessions and 30 Keynotes to possibly 
attend during the show, it is important to be strategic 

with your time to get the most from RSAC 2020.  
Allegro can help – we have put together our Annual 

IOT EDGE PLAYBOOK for RSAC 2020 highlighting 
specific sessions and keynotes that are directly 

applicable to security issues for IoT edge devices.  

When you have a chance – Stop by our booth #4610 
and let’s talk security.  We look forward to seeing you 

on the IOT EDGE!

allegrosoft.com/rsac2020



SUMMARY

Monday
Emerging Threats
Monday, February 24
8:30AM - 5:00PM
Moscone West

Tuesday
Shodan 2.0: The World’s Most Dangerous Search Engine Goes on the 
Defensive
Tuesday, February 25
11:00AM - 11:50AM
Moscone West

Using the Hacker Persona to Build Your DevSecOps Pipeline
Tuesday, February 25
11:00AM - 11:50AM
Moscone West

Bringing Down the Empire—The Internet of Medical Things (IoMT)
Tuesday, February 25
1:00PM - 1:50PM
Moscone South

Market Trends in DNS Privacy Doh and DoT 
Tuesday, February 25
1:40PM - 2:00PM
Moscone South

Security Starts Here … Identity
Tuesday, February 25
2:10PM - 2:30PM
Moscone South

CyBEER Ops
Tuesday, February 25
4:00PM - 6:00PM

Wednesday
Practical Use of MUD Specification to Support Access Control in the IoT
Wednesday, February 26
8:00AM - 8:30AM
Moscone South

Creating a Minimum Security Baseline & Aligned Standards for Consumer IoT
Wednesday, February 26
8:00AM - 8:50AM
Moscone West

Building a Comprehensive IoT Security Testing Methodology
Wednesday, February 26
9:20AM - 10:10AM
Moscone West

Product Security Meets Human Life: Inoculating Medical Devices
Wednesday, February 26
10:00AM - 10:30AM
Moscone South

Stopping the Proliferation of IoT Botnets: Is Dynamic Analysis the Answer?
Wednesday, February 26
1:30PM - 2:20PM
Moscone South

HTTPS: Why Privacy Doesn’t Equal Security
Wednesday, February 26
1:30PM - 2:20PM
Moscone South

What’s in the Box? Software Bill of Materials for IoT
Wednesday, February 26
1:40PM - 2:10PM
Moscone South

Next-Gen IoT Botnets 3: Bad Implementations of Good Cloud Platforms
Wednesday, February 26
2:20PM - 2:50PM
Moscone South

Have You Secured Your Un-agentable Things?
Wednesday, February 26
2:40PM - 3:00PM
Moscone South

Thursday
Industry Standards to Support Supply Chain Risk Management for 
Firmware
Thursday, February 27
8:00AM - 8:30AM
Moscone South

Putting Access Management for the Internet of Things into Practice with 
MUD
Thursday, February 27
8:00AM - 8:50AM
Moscone West

You, Me and FIPS 140-3: A Guide to the New Standard and Transition
Thursday, February 27
8:00AM - 8:50AM
Moscone West

MITRE ATT&CK: The Sequel
Thursday, February 27
9:20AM - 10:10AM
Moscone West

Top 10 List for Securing Your IT/OT Environment
Thursday, February 27
9:20AM - 10:10AM
Moscone West

IoT Bug Hunting: From Shells to Responsible Disclosure
Thursday, February 27
10:00AM - 10:30AM
Moscone South

Evolution of AIOps to Watch over Smart City IoT
Thursday, February 27
11:20AM - 11:50AM
Moscone South

Automotive/IoT Network Exploits: From Static Analysis to Reliable Exploits
Thursday, February 27
1:30PM - 2:20PM
Moscone West
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Tuesday
February 25, 2020 Schedule

Shodan 2.0: The World’s Most Dangerous Search Engine Goes on the Defensive
Tuesday, February 25
11:00AM - 11:50AM
Moscone West

Using the Hacker Persona to Build Your DevSecOps Pipeline
Tuesday, February 25
11:00AM - 11:50AM
Moscone West

Bringing Down the Empire—The Internet of Medical Things (IoMT)
Tuesday, February 25
1:00PM - 1:50PM
Moscone South

Market Trends in DNS Privacy Doh and DoT 
Tuesday, February 25
1:40PM - 2:00PM
Moscone South

Security Starts Here … Identity
Tuesday, February 25
2:10PM - 2:30PM
Moscone South

CyBEER Ops
Tuesday, February 25
4:00PM - 6:00PM
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Wednesday
February 26, 2020 Schedule

Practical Use of MUD Specification to Support Access Control in the IoT
Wednesday, February 26
8:00AM - 8:30AM
Moscone South

Creating a Minimum Security Baseline & Aligned Standards for Consumer IoT
Wednesday, February 26
8:00AM - 8:50AM
Moscone West

Building a Comprehensive IoT Security Testing Methodology
Wednesday, February 26
9:20AM - 10:10AM
Moscone West

Product Security Meets Human Life: Inoculating Medical Devices
Wednesday, February 26
10:00AM - 10:30AM
Moscone South

Stopping the Proliferation of IoT Botnets: Is Dynamic Analysis the Answer?
Wednesday, February 26
1:30PM - 2:20PM
Moscone South

HTTPS: Why Privacy Doesn’t Equal Security
Wednesday, February 26
1:30PM - 2:20PM
Moscone South

What’s in the Box? Software Bill of Materials for IoT
Wednesday, February 26
1:40PM - 2:10PM
Moscone South

Next-Gen IoT Botnets 3: Bad Implementations of Good Cloud Platforms
Wednesday, February 26
2:20PM - 2:50PM
Moscone South

Have You Secured Your Un-agentable Things?
Wednesday, February 26
2:40PM - 3:00PM
Moscone South
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Thursday
February 27, 2020 Schedule

Industry Standards to Support Supply Chain Risk Management for Firmware
Thursday, February 27
8:00AM - 8:30AM
Moscone South

Putting Access Management for the Internet of Things into Practice with MUD
Thursday, February 27
8:00AM - 8:50AM
Moscone West

You, Me and FIPS 140-3: A Guide to the New Standard and Transition
Thursday, February 27
8:00AM - 8:50AM
Moscone West

MITRE ATT&CK: The Sequel
Thursday, February 27
9:20AM - 10:10AM
Moscone West

Top 10 List for Securing Your IT/OT Environment
Thursday, February 27
9:20AM - 10:10AM
Moscone West

IoT Bug Hunting: From Shells to Responsible Disclosure
Thursday, February 27
10:00AM - 10:30AM
Moscone South

Evolution of AIOps to Watch over Smart City IoT
Thursday, February 27
11:20AM - 11:50AM
Moscone South

Automotive/IoT Network Exploits: From Static Analysis to Reliable Exploits
Thursday, February 27
1:30PM - 2:20PM
Moscone West




